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EXECUTIVE OVERVIEW

ProSentry™

INTERNET SECURITY MONITORING

Are you vulnerable?
- How would you know if your web
site was broken into?

- How do you detect vandalism,
changes, and outages to your
business critical Internet servers?

-How do you double check the
work of your security team or the

security vendor you outsource to?

- Most companies do not know

what and where their key assets and

vuinerabilities are. Do you?
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ProSentry | The big picture .
: | ProSentry provides an up-to-date and
p i i | unified view of your global Internet
“ME = perimeter and your security posture
ProSentry provides proactive detection
and management features to reduce
i business risk and increase the
I effectiveness of your IT staff
|

Our comprehensive suite of integrity
maonitoring madules protect your Web
infrastructure investment by ensuring
your servers are secure, available, and
serving appropriate content at all times

|  The dashboard provides easy, one-click
access to reports and historical information

"IT Managers today must exercise
prudent steps in protecting their
corporations from all types of
incidents. It is critical that they
minimize the business risk around
the corporation's infrastructure.

The end result of the ProSentry
solution is an operationally sound
approach to securing our Internet
perimeter that is based on
industry-accepted best practices.

ProSentry can be added to the
corporate infrastructure with no
capital investment. It is also im-
plemented without necessitating
changes to that infrastructure.
The implementation is flexible,
powerful, and fast -- up and
running within an hour, the
dream of IT Managers."

]- Bill Maguire
Chief Information Officer
Legato Systems
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We automate paying attention=

ProSentry 2.0 is an automated security management service that scans your Internet infrastructure
for security vuinerabilities, and monitors both the integrity and availability of your Internet servers.
ProSentry 2.0 performs network reconnaissance and evaluates targets as a hacker would, then
continues to monitor your servers as you mitigate risks and respond to incidents. ProSentry 2.0
provides an organization with a comprehensive view of the security intelligence needed to secure
and manage its systems using a non-invasive, subscription service.

Internet security: Are you doing enough?

Network security is a sensitive subject for CIOs and network managers alike, especially now with so
much vital company information being stored and exchanged electronically. The inability to control
this information poses a real threat to businesses of all sizes and types. The world has become
increasingly information-centric and dependent on the network, the potential for loss is greater
and the need for additional security is magnified.

Did you know that many companies are failing to secure their infrastructure and are falling drastically
behind emerging security trends? Is your company at risk?

- 99% of all reported intrusions in 2001 were preventable using available mitigations
and counter measures (source: Carnegie Mellon Software Engineering Institute)

- 27% of companies report that they do not know how many incidents they
experienced in 2001 (source: 2002 CSI/FBI Computer Crime & Security Survey)

- Hackers automate the scanning and selection of targets based on the existence
of a specific vulnerability, not based on the size or identity of the company

Why ProSentry 2.0?

Our ProSentry 2.0 Internet Security Monitoring service was built on industry-accepted techniques
and technologies that are widely used to help leading companies secure their infrastructure and
keep it secure. ProSentry 2.0 takes automated security management to a new level by unifying
these techniques and technologies into a single service and providing the workflow and
reporting necessary to effectively get secure and stay secure.

Prevention is ideal, but detection is a must. ProSentry 2.0 helps prevent hackers from compro-
mising your systems by helping you clearly understand and effectively manage your security
posture. ProSentry 2.0 also improves your incident response time by quickly detecting and
alerting you to suspicious changes and unexpected outages. Our ProSentry 2.0 service
reflects our many years of hands-on experience successfully protecting one of the largest
federal agencies in the United States.



The ProSentry 2.0 advantage
There are many compelling
reasons for companies to
consider the ProSentry 2.0
subscription security monitoring
service:

No expensive infrastructure
- No purchasing, installation,
or maintenance of software
and hardware
- Pay as you grow - pay only for
what you need, when you need it
- Save on manpower, technical
staff, and technical training

No hassle

- Single source - no need to
string together multiple products
and tools

- Start using ProSentry right
away - we have the expertise
to get you up and running
quickly and effectively

- Easy to learn, easy to use

- Customizable to meet your
business requirements

Stay focused

- Concentrate on broader core
business issues, while our
security experts assume the
operational monitoring details

- Empower your existing staff
with better, timely security
intelligence
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Real-time reporting
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| "We realized early on that running vulnerability scans |

—

alone was not enough to keep our Internet systems
secure. ProSentry was the only practical approach
to detecting and managing security vulnerabilities,
integrity problems, and system outages, without
having to hire a huge security team and without

buying products from multiple vendors."

Joel Tucciarone
President
Zoetics
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Procinct Security Professional Services
Procinct Security provides a wide range of security consulting services:

Network Vulnerability Testing
Penetration Testing

Risk Assessment

System Hardening

Incident Response

Web Application Security Review
Independent Verification & Validation
Policies & Procedures Development

Proven success with Procinct Security

We automate paying attention=. Procinct Security Corporation is dedicated to developing
cutting edge information security solutions that heip clients across all industries secure their
Internet infrastructure. Procinct Security, provider of the ProSentry™ Internet Security
Monitoring service, is comprised of senior software architects and trustworthy security
professionals who hold sensitive security clearances and CISSP and SANS GIAC security
certifications. Procinct Security also provides a wide range of security consulting services.

Procinct Security is a charter member of the Center for Internet Security and an independent
member of the BDO Seidman Alliance. For more information email info@procinct.com
or sales@procinct.com.
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